CAS For WS Policy Management

Report on review of CAS for using in management of policies for WS services (specifically in GT container). Provides overview of CAS server, the authorization callout in WS Security core used to access

CAS for policy information, identified issues and some proposed solutions.

1. CAS Overview

CAS service stores policy information about subjects. The CAS data model has following members:

· Trust anchor

· User

· User Group

· Object

· Object Group

· Namespace

· Service Type

· Action

· Service Type/Action Group

· Policy

The following information is used to uniquely identify each of those components:

	Object
	Id

	Trust anchor
	Nick name

	User
	Nick name

	User group
	Group name

	Namespace
	Nick name

	Object 
	Namespace nick name + object name

	Object group
	Group name

	Service Type
	Service name

	Action
	Service name + action name

	Service Type/Action Group
	Group name

	Policy
	Combination of user group/object name/action


The CAS service exposes a Query and Administration interface. The administrator interface allows for users to manage the subjects, objects and actions, while the query interface allows for users to query for their rights. The user rights are returned to the user as a SAML Authorization Assertion.

Besides the above interface, it also exposes the OGSA Authorization Service interface that allows for an authorized client to request the authorization service for assertion about other users. 

The input to this is a SAMLAuthorizationQuery. The query has the following elements:

· SAMLSubject: subject name, nameQualifier, format, confirmation methods.

· SAMLResource: resource name

· SAMLAction: action namespace and name

The values in SAMLAuthzQuery are mapped to CAS data model as follows:

· SAMLSubject: The userDN is extracted from here and used.

· SAMLResource: This is a string and is expected to be of format "namespace name|object name"

· SAMLAction: service Type and action name

2. SAML Authorization Callout PDP

The WS security module has a SAML Authorization Callout PDP that contacts an authorization service to determine if a peer is allowed to invoke an operation on a said service.

A SAMLAuthorizationQuery is used to request a decision from an authorization service. The PDP maps the data from the invocation request into SAMLAuthzQuery as follows:

· SAMLSubject: The peer subject who needs to be authorized.

· SAMLResource: This is a string representation of the EPR

· SAMLAction: The namespace is set to "http://www.gridforum.org/namespaces/2003/06/ogsa-authorization/saml/action/operation" and name is set to local part of the operation QName.

3. CAS Object Security Model

CAS has an inherent set of permissions used to maintain security of CAS objects in the database and to control access to the CAS objects. This is done by defining a set of actions on the inherent "cas" service type and defining policy on the user groups to perform these actions.

The list of CAS actions that are used for inherent object security is:

· cas/enroll_anchor

· cas/enroll_user

· cas/enroll_namespace

· cas/enroll_object

· cas/enroll_serviceType

· cas/create_object_group

· cas/create_user_group

· cas/create_serviceAction_group

· cas/unenroll

· cas/delete_group

· cas/add_group_entry

· cas/delete_group_entry

· cas/grant

· cas/grantAll

· cas/revoke

· cas/superuser

· cas/query

When a CAS object is created, the user group designated at time of creation is given "cas/grantAll" on the object. Any user in the user group with cas/grantAll permission on an object can modify all properties of the object.

For specific operation on each CAS object, policy must exist for at least one user group the user belongs to, to be able to perform the service action. Note that query is also included and hence information about objects cannot be accessed.

4. Issues on CAS Server side
a) The resource is just a string EPR representation in the callout, while CAS expects it to have a namespace and object name component (separated by |). The CAS Assertion returned has namespace name + | + base name + object name

b) The action namespace is always set to a constant. So a method names across services cannot be unique.

c) The authorization service interface of CAS does not use the CA issuer information. Not a huge issue, but if same DN from different CAs is presented, wrong user information could be processed.

Proposed fixes:

a) The namespace table does not lend itself well to scenarios where file names and URIs are not the resources. The namespace and object table can be collapsed to a single table. The base name can be removed and the comparison algorithm that is part of namespace can be included with object table.

b) Action namespace set to namespace of service from WSDL. 

c) CAS requires trust information (CA DN) to be sent with request and is used. (not a requirement now)

5. Issues on CAS Client Side

The client side tools are adequate, but numerous steps will be required to be able to store policy about an object. For example to give a user permission to perform a method on a service the following steps are required:

a) Enroll trust anchor for user

b) Enroll user

c) Enroll namespace for service

d) Enroll service as object
e) Enroll service type (service name)

f) Enroll action (method name) mapping to service

g) Set permission for user to be able to invoke method on service.

Proposed Fixes:

Two approaches might ease this:

· Provide wrapper scripts that take required input and perform (a) to (g)

· Develop GUI for the administration

6. Further Testing
· Review if database transactions are used i.e. policy is always set when operations on objects are added.
