jGlobus API Changes

i) Draft
This document is a draft, work-in-progress, and will be updated as prototypes of the changes are completed. Until a beta
version of the software is released, the proposed API could change.

® [ntroduction

® Overview

® Change summary

® Document Legend
® Alpha version of jGlobus
org.globus.common
org.globus.gsi
org.globus.gsi.bc
org.globus.gsi.gssapi*
org.globus.gsi.jaas
org.globus.gsi.proxy
org.globus.gsi.proxy.ext
org.globus.gsi.ptls
org.globus.myproxy
org.globus.net
org.globus.net.protocol.httpg
org.globus.net.protocol.https
org.globus.security.gridmap
org.globus.tools
org.globus.util

® org.gridforum.jgss
® Proposed package list to discontinue

® org.globus.mds*
org.globus.gatekeeper*
org.globus.tools.proxy
org.globus.tools.ui*
org.globus.util.debug
org.globus.util.log4j
org.globus.example

Introduction

Overview

The following is a package and class overview and describes which components of the old jglobus will be ported/deprecated/left out. The
packages are split into 3 groups:

1. Alpha version of jGlobus: Security-related packages/classes that must/may/may not be ported for the inital, GSI-focused version of the
new jGlobus library.

2. Beta version of jGlobus: Packages/classes that are not relevant for the inital, GSI-focused version of the new jGlobus library, but will be
evaluated and ported after NCSA worked on or g. gl obus. gsi . gssapi . This is mostly the GRAM/FTP/GridFTP API.

3. Packages/classes that will never be ported, either because the stuff is no longer in use or because it's outdated.

The document covers the first alpha release and the discontinued classes. Beta version information will be presented soon.

Unit test packages/classes are not included in the package/class listing.

Change summary

* We won't be 100% backwards-compatible with the old CoG-jglobus, but try to stay backwards-compatible where it makes sense.

® Package names stay the same.

® Alot of classes will be ported just to be backwards-compatible. Many classes will be deprecated and will be replaced by new functionality
in the future. Some replacement code has been written, and we'll provide adapters for this code

® The minimal required Java version will be 1.5



Document Legend

To be able to identify the status of the individual packages/classes with respect to porting requirements more easily, the status is color-encoded:

Status Meaning

Discontinue = Will not be ported to new jGlobus library

Port Will be ported to new jGlobus library

Deprecate  Will be ported, but will be marked as deprecated. Adapter classes will be provided, but maybe not in the Alpha version

Evaluate Yet to be evaluated.

Alpha version of jGlobus

Each table lists the package name, current usage in the library, and the class status in the new library. Last column provides internal notes on
port to new library.

org.globus.common

Class name Use in current library Status Comments for
new library port

Chai nedCerti fi cat eException Used in or g. gl obus. gsi . bc. BouncyCast |l eUti |l . Deprecate = Ported Deprecated

Chai nedExcepti on Relict from Java 1.3- where there were no chained exceptions = Deprecate = Ported Deprecated
(Throwable with a Throwable as cause). Used in many
packages: or g. gl obus. gat ekeeper, org. gl obus. gram
org. gl obus. gsi, org. gl obus. i o, org. gl obus. nds,
or g. gl obus. nypr oxy.

Chai nedGener al SecurityExcepti on | Usedin org. gl obus. common, or g. gl obus. pr oxy and Deprecate = Ported Deprecated
org. gl obus. ptls.

Chai nedl CExcepti on Used in many packages: or g. gl obus. gsi , Deprecate  Ported. Java 1.5
org. gl obus. i o. streans, org. gl obus. net. does not support
chained

I0Exceptions, but
Java 1.6 does.
Ported and not
deprecated for now.

CoGProperties Responsible for managing the properties file Port Ported. Removed
~/ . gl obus/ cog. properti es, which holds information deprecated and
about various properties needed by the security classes. MDS-related
These properties include: methods.

the location of the user certificate file

the location of the user key file

the location of the CA certificates

the location of the proxy file

the tcp port range

the local ip address for DHCP systems

the socket timeout when connecting to a myproxy
host

Command-line tools and e.g. the GridFTP APl e.g.
make use of this mechanism to e.g. indicate that a
non-default CA cert directory should be used?

Condi ti onVari abl e Unused. Discontinue = Removed

Const rai nedWHasht abl e Unused. Discontinue = Removed

MVHasht abl e Used in or g. gl obus. nds. Discontinue = Removed



Resour ceManager Cont act

Ver si on

org.globus.gsi

Class name

CertificateRevocationLists

Cert Uil

GSI Const ant s

d obusCredenti al

A obusCredenti al Exception

A dCertUtil

OpenSSLKey

Si gni ngPol i cy

Si gni ngPol i cyPar ser

Si gni ngPol i cyPar ser Excepti on

TrustedCertificates

X509Ext ensi on

X509Ext ensi onSet

org.globus.gsi.bc

Used in or g. gl obus. gram Gram

Version information of the JGlobus module, composed as

MAJOR.MINOR.PATCH.

Use in current library

Used in or g. gl obus. gsi . A obusCr edenti al ,
org. gl obus. gsi . gssapi . @ obusGSSCont ext | npl ,
org. gl obus. gsi . proxy. ProxyPat hVal i dat or

Used alotin or g. gl obus. gsi and sub-packages, and
org. gl obus.tool s

Used all over the place.

Used in or g. gl obus. gsi, org. gl obus. nmypr oxy,
org. gl obus. tools

Only in or g. gl obus. gsi . A obusCredenti al and
org. gl obus. gsi . gssapi . @ obusGSSManager | npl
Not used.

Used in or g. gl obus. gsi, org. gl obus. gsi . bc,
org. gl obus. nyproxy, org. gl obus. tool s

Used in or g. gl obus. gsi . TrustedCertificates,
org. gl obus. gsi . proxy. ProxyPat hval i dat or,

org. gl obus. gsi.ptls.PureTLSTrustedCertificates

and tests

Used in or g. gl obus. gsi . Si gni ngPol i cy and

org. gl obus. gsi. TrustedCertificates and tests.
Used in or g. gl obus. gsi . Si gni ngPol i cy and

org. gl obus. gsi. TrustedCertificates and tests.

Used in or g. gl obus. gsi and sub-packages and
org. gl obus. tools

Used in or g. gl obus. gsi and sub-packages and
org. gl obus.tool s

Used in or g. gl obus. gsi, org. gl obus. gsi . bc and
org. gl obus.tool s

Check if we can use BouncyCastle features directly, instead of providing BouncyCastle utils.

Used in or g. gl obus. gsi, or g. gl obus. nypr oxy, or g. gl obus. tool s

Class name

Use in current library Status

Port

Port

Status

Deprecate

Deprecate

Port

Deprecate

Deprecate

Discontinue

Port

Port

Deprecate.

Discontinue

Deprecate

Port

Port

Ported. Should be
moved into
org. gl obus. gram

Ported

Comments for new libra

Ported. Deprecated. Has
CertStore from the Globu:

Ported. Deprecated. Has
certificate utils

org. gl obus.gsi.util
org. gl obus.gsi.util
org. gl obus.gsi.util
org. gl obus.gsi.util
These new utility classes

Ported. Deprecated proxy
integer constants, and adi
and Del egati onType.
Ported. Deprecated. Has
X509Cr edent i al intern:
used instead.

Ported. Deprecated.

Removed

Ported.

Ported. Has been replace
class, which is not backw:

Ported. Has been replace
SigningPolicyParser whicl
to the old one.

Has been replaced by
org. gl obus. security

Ported. Deprecated. Has
KeyStore from the Globus

Ported. Maybe move to us
org.bouncycastle.asn1.x5

Ported.

Comments for new library port


http://www.eecs.berkeley.edu/~jonah/bc/org/bouncycastle/asn1/x509/X509Extension.html

BouncyCast | eCert Processi ngFact ory

BouncyCast | eOpenSSLKey

BouncyCast | eUti |

BouncyCast | eX509Ext ensi on

X509NareHel per

org.globus.gsi.gssapi*

Used in or g. gl obus. gsi . bc,
org. gl obus. gsi . gssapi,
or g. gl obus. mypr oxy,

org. gl obus.tools

Used in
org. gl obus. gsi . proxy. ext
and a test

This package and its sub-packages are used all over the place.

Class name

GSS-API package. NCSA will work on this.

org.globus.gsi.jaas

Use in current library = Status

This package is only used within or g. gl obus. gsi . gssapi .

Class name

d obusPri nci pal

A obusSubj ect

JaasGssUti |

JaasSubj ect

Passwor dCr edent i al

Si npl ePri nci pal

St andar dSubj ect

User NanePri nci pal

org.globus.gsi.proxy

Class name

Use in current library

Port

Port

A utility class for handling JAAS Subject with Port
GSSCredential.

Port

Port

Port

Port

Port

Use in current library Status

Port

Port

Port

Evaluate

Port

Ported. Removed deprecated methods. Not
backwards-compatible: Instead of an integer variabl
CertificateType enum is expected in various method

Ported. Overwritten with new class from crux-securit
org. gl obus. security. bc. BouncyCast | eOpe
) (same functionality)

Ported. Not backwards-compatible: removed methoi
getCertificateType(...) that took a TBSCertificateStrt
parameter. Methods getCertificateType(...) return a
CredentialType enum instead of an integer.

Ported. Seems useful to keep, but depends on the E
extension implementation and its use. | don't think tt
to be ported, if it is replaced by BC functionality - cal
this being used directly.

Ported. (Moved

org. gl obus. security.util.X509NaneHel pe
or g. gl obus. gsi . bc and added old methods (toS
constructor))

Comments for new library port

Status Comments for new library port

Ported (Removed
org. gl obus. security.jaas. d obusPrincipal)

Ported (Removed
org. gl obus. security.jaas. d obusSubj ect)

Moved to gss module, because it depends on classes
from this module.

Ported (Removed
org. gl obus. security.jaas. JaasSubj ect)

Ported (Removed
org. gl obus. security.jaas. Passwor dCredenti al

)

Ported (Removed
org. gl obus. security.jaas. Si npl ePrincipal)

Ported (Removed
org. gl obus. security.jaas. St andar dSubj ect)

Ported (Removed
org. gl obus. security.jaas. User NanePri nci pal )

Comments for new library port



I gnor ePr oxyPol i cyHandl er Not used in jglobus Port

Pr oxyPat hVal i dat or Used in several packages @ Deprecate

inorg. gl obus. gsi and
in
org. gl obus. gsi.tools

Pr oxyPat hVal i dat or Excepti on | Used in some packages in = Deprecate

org. gl obus. gsi andin
org. gl obus. gsi.tools

Pr oxyPol i cyHandl er Used in some packages in = Port

org. gl obus. gsi andin
org. gl obus. gsi.tools

org.globus.gsi.proxy.ext

Ported. Not backwards-compatible: implements new
ProxyPolicyHandler).

Ported. Deprecated. Refactored to use

org. gl obus. gsi . trust manager . X509Pr oxyCert Pat hva
internally. Not fully backwards-compatible, because

ProxyPat hVal i dat or Except i on that is being thrown by var
methods does not contain various error codes but just a single €
Pr oxyPat hVal i dat or Except i on. FAI LURE for all errors tha
happen. This is because the new code does not throw exceptior
error types.

Ported Deprecated

Ported. Interface change. Not backwards-compatible.

Class name Use in current library Status Comments for new library port
A obusProxyCert | nf oExt ensi on Used inorg. gl obus. gsi.bc  Port Ported
and in or g. gl obus. tool s
ProxyCertlnfo Used alotin or g. gl obus. gsi  Port Ported. (Moved
and in or g. gl obus. tool s org. gl obus. security. proxyExt ensi on. ProxyCert|
into or g. gl obus. gsi . proxy. ext)
ProxyCert | nf oExt ensi on Used in or g. gl obus. gsi . bc, Port Ported
org. gl obus. gsi . proxy. ext
and in org. gl obus. tool s
ProxyPol i cy Used in or g. gl obus. gsi , Port Ported. (Moved (or g. gl obus. security. proxyExt ensi:
org. gl obus. gsi . bc, into or g. gl obus. gsi . proxy. ext)
org. gl obus. gsi . proxy and
inorg. gl obus. tools
org.globus.gsi.ptls
Comment Status in new Comment
jGlobus
New jGlobus won't rely on the PureTLS Discontinue Moved to gss module, because this module has not bee refactored yet and
library anymore still relies on PureTLS

org.globus.myproxy

Comment

Status in new jGlobus

This package provides an API for communicating with MyProxy servers. Will be maintained by NCSA.

org.globus.net

org. gl obus. ftp, org. gl obus. gat ekeeper, or g. gl obus. gram or g. gl obus. i o depends on some of these classes.

Depends on GSS-API. Moved to gss module for now.

Class name Use in current library

Status Comments for new
library port

BaseSer ver Used in or g. gl obus. gat ekeeper, org. gl obus. gram Evaluate

org.globus.io



Dat agr anSocket Fact ory Not used. Evaluate

GS| Ht t pURLConnect i on Used in or g. gl obus. net. prot ocol . htt pg. Handl er Evaluate
GSI URLConnect i on Used in or g. gl obus. net. GSI Ht t pURLConnect i on Evaluate
A obusURLSt r eanHandl er Fact ory = Not used, except in a test (GSI Ht t pURLConnecti onTest) Evaluate
Por t Range Used in or g. gl obus. net itself. Evaluate
Ser ver Socket Fact ory Used in or g. gl obus. ftp, org. gl obus. gsi . gssapi and Evaluate

org. gl obus. net
Socket Fact ory Used in or g. gl obus. net Evaluate

W appedSocket Used in or g. gl obus. gsi . gssapi and or g. gl obus. net Evaluate

org.globus.net.protocol.httpg

Moved to gss module for now.

Class name Use in current library Status Comments for new library port

Handl er Used in or g. gl obus. net. @ obusURLSt r eanHandl er Fact ory = Evaluate @ Ported. Discontinue if GRAM doesn't require it

org.globus.net.protocol.https
Moved to gss module for now.

Class name  Use in current library = Status Comments for new library port

Handl er Not used in jglobus Port Ported

org.globus.security.gridmap

Class name Use in current library Status Comments for new library port
Gi divap Used only by or g. gl obus. gat ekeeper package @ Port Ported
Gri dvapLocal = Unused Port Ported

org.globus.tools

Various command-line clients.

Check with Stu/Raj on Gram/GridFTP command-line tools

Class name Use in current library Status Comments for new
library port

Certlnfo Displays certificate information, both for proxy and regular certs Port Ported

ChangePassPhr ase Changes the passphrase that protects the private key. Port Ported

GassSer ver Controls a GASS Server. Evaluate

GassSer ver Shut down | Allows the user to shut down a (remotely) running GASS server, started Evaluate
with client-shutdown permissions

G obusRun GlobusRun command-line tool implementation in Java. Evaluate
d obusUr | Copy globus-url-copy command line tool. Evaluate

Gi dCert Request Create a grid certificate request. Port Ported



G i dl nfoSearch

KeySt or eConvert

My Pr oxy

Pr oxyDest r oy
Proxyl nfo

Proxyl ni t

org.globus.util

Class name

Base64
Circul arBuffer
Cl assLoader Uil s

ConfigUtil

A obusURL

118n

PEMUJti |'s

Quot edSt ri ngTokeni zer

Sor t edVect or

Tai |

Test Uil

Ti mest anpEntry

MDS?2 tool. Performs an LDAP search.

Converts Globus credentials (user key and certificate) into Java keystore

format (JKS format supported by Sun)

MyProxy command line client

Destroys a proxy certificate file.
Displays information about a proxy certificate.

Initializes/creates a new globus proxy certificate.

Use in current library

Used by or g. gl ous. ftp, org. gl obus. gsi,
org. gl obus. nyproxy, org. gl obus. t ool s.
Used only in or g. gl obus. ft p package

Used only by or g. gl obus. util.118n

Used in or g. gl obus. common,
org.globus.ftp.test,org. gl obus. security,
org. gl obus.tool s,org. gl obus. util

Used in or g. gl obus. uti |

Used all over the place in or g. gl obus. gsi and
sub-packages and
org. gl obus. security.gridmap

Used in or g. gl obus. gsi andin
org. gl obus.tool s

Used in
org. gl obus. gat ekeeper . Gat eKeeper Ser ver
and or g. gl obus. security. gridmap. Gi dMap

Unused

Used by
org. gl obus. gat ekeeper. Abst ract JobManager

Convenience util to load and deal with properties. Used
in various junit test classes

Used in
org.globus.gsi.CertificateRevocationLists
and or g. gl obus. gsi . TrustedCertificates to
document when a file was last modified

Used in many packages.

org.gridforum.jgss

If at all, it will be managed by NCSA

Class name

Ext endedGSSCont ext

Use in current library = Status

Ext endedGSSCr edent i al

Ext endedGSSManager

Discontinue
Port
Evaluate
NCSA

Port

Port

Port

Status

Discontinue

Evaluate
Discontinue

Evaluate

Evaluate

Evaluate New class (
org. gl obus.util.l18n

)

Port
Evaluate
Discontinue
Evaluate

Discontinue

Evaluate

Evaluate

Comments for new library port

Removed

Ported

Ported
Ported

Ported. Move away from
ProxyPathValidator.

Comments for new librar
Removed. Replaced by us
org. bouncycastl e. uti

Ported. Move to or g. gl ot
Ported

Ported

Ported. Removed deprecal

Ported

Ported

Ported

Removed

Depends on GRAM

Removed

Ported. Might have to depr

Ported. Internal API, chanc



Proposed package list to discontinue

org.globus.mds*

Comment Status in new jGlobus

Comments for new library port
MDS2 client API. Will not be included in new jGlobus library. = Discontinue

Removed

org.globus.gatekeeper*

Comment

Status in new
jGlobus
Seems to be an implementation of the GateKeeper and JobManager (server-side GRAM2). Check with Stu if this should

Evaluate
make it into a gram module.

org.globus.tools.proxy

Comment Status in new Comments for new
jGlobus library port
GUI to generate a proxy certificate (AWT, Swing) including MyProxy support. Not used Discontinue Removed
anywhere in jglobus.
org.globus.tools.ui*
Comment Status in new Comments for new
jGlobus library port
Helper classes for GUI to generate a proxy certificate in or g. gl obus. t ool s. proxy. Only used = Discontinue Removed
by or g. gl obus. t ool s. pr oxy

org.globus.util.debug

Comment Status in new jGlobus Comments for new library port

Pre-Log4j logging. = Discontinue Removed

org.globus.util.log4j

Comment Status in new Comments for new library
jGlobus port

Log4j related classes. Will not be included in new jGlobus library, because log4j won't be Discontinue

used for logging.

Evaluate Removed for now.

org.globus.example

Comment Status in new jGlobus Comments for new library port

Nothing in here. = Discontinue Removed



